What is in the document?

This document is designed to help you understand what fraud is, how it can

impact your church and what prevention methods you can implement.

It is important to note that this booklet provides a basic scope on the topic and
more in-depth information can be found in the reference section at the end of the
booklet. It is important to remember that most individuals involved in church are
honest and trustworthy; however, like other sectors churches are not immune to
fraud. Prevention methods described in this booklet will help you to ensure that

your church is a safe place for people to grow together in faith.

If you wish to discuss any of your concerns please speak to your Area Finance
Adviser (AFA).
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What is fraud?

Fraud is a criminal deception intended to result in financial or personal gain. It
comes in many forms, and anyone can be a target, including a church. According
to Charity Fraud Report 2023, 43% of charities reported a fraud or an attempted
fraud in 2022.

Two main categories of fraud include:


https://www.london.anglican.org/support/finance/finance-contacts/
https://www.london.anglican.org/support/finance/finance-contacts/

- Internal - committed by employees, trustees, or volunteers within the
charity.
- External - committed by individuals not directly involved in the

organisation.

How can fraud impact your church?

Financial fraud can have devastating consequences on churches and other
religious organisations. In addition to negatively impacting a church’ finances,
fraud can damage its reputation and relationships with members and benefactors.
This can result in a loss of trust and support for the church, making it difficult to

conduct its mission effectively.

Internal fraud prevention

All PCCs in the Church of England are independent charities accountable to the
Charity Commission. All PCC members are trustees of the charity which means
that they have the duty of overseeing and governing the church and ensuring that
finances are managed correctly and in a manner which corresponds to the aims of

the charity.
Examples of internal fraud:

- Unauthorised access to the PCC/GCC bank account leading to
inappropriate payments being made.
- Making overpayments for services or products

- Making payments to non-existing suppliers or employees
The circumstances which may lead to the fraud include:

- Opverreliance on one person
- Lack of trustee engagement in finance and controls

- Absence of internal controls



Those situations create a potential financial risk. Having an organisational culture

which, values openness and transparency can help to control those risks.

Preventing internal fraud requires a combination of strong internal controls and

culture of integrity. Effective strategies may include:

1. Establish a Strong Ethical Culture and Encourage Open
Communication: Promote a culture of honesty and integrity among all
members and foster an environment where individuals feel comfortable
discussing ethical concerns and reporting suspicious activities.

2. Background Checks: Conduct thorough background checks on new hires
to ensure they have no history of fraudulent behaviour.

3. Implement Internal Financial Controls and Segregation of Duties: Use
internal financial controls such as access controls, reconciliations, and
approval processes to safeguard assets and ensure accurate financial
reporting. Divide responsibilities among different people to reduce the
risk of fraud. For example, the person who authorises payments should
not be the same person who processes them.

4. Employee, Trustees and Volunteers Training: Provide annual training

on fraud awareness and prevention.

Implementing the above measures can significantly reduce the risk of internal

fraud and help maintain a trustworthy environment.

External fraud prevention

Unfortunately, churches are often an easy target for external fraud due to high
trust culture and lack of resources for high-security systems. The fraudsters may
use techniques like time pressure to impose pressure on the victims. To prevent

external fraud, consider the following strategies:



. Clear Financial Policies: Establish clear policies for managing money,

including the separation of duties between those who oversee income and
expenses.

Dual Authorisations: Ensure that no single person can authorise
financial transactions. This reduces the risk of unauthorised payments.
IT Security: Implement IT security measures, including up-to-date
antivirus software, strong passwords, and two-factor authentication.
Training and Awareness: Educate staff, trustees, and volunteers about
common fraud tactics and how to recognise them.

Healthy Scepticism: Encourage a culture of healthy scepticism where

unusual requests or transactions are questioned and verified.

By implementing these measures, churches can significantly reduce the risk of

external fraud and protect their resources.

Cybercrime

In times when IT technology becomes more advanced cybercrimes also impact

the churches. Action Fraud has reported an increase in this type of fraud, which

involves the impersonation of a senior figure within an organisation requesting

for the transfer of funds.

To prevent cyberfraud:

1.

Check email addresses/ telephone numbers when making requested
transactions.

Do not click on links or open attachments in unexpected/ unusual e-mails.
Question details when being asked to transfer money at short notice.

Ensure that confidential documents are always shredded before being
thrown away.



How to report the fraud?

If a charity has fallen victim to any type of fraud, trustees should report it
to Action Fraud by calling 0300 123 2040. Charities should also report fraud to
the Charity Commission as a serious incident, using the dedicated email

address: rsi@charitycommission.gsi.gov.uk

Further Resources

Area Finance Adviser Contact Details:

www.london.anglican.org/support/finance/finance-contacts

Action Fraud:

New guidance to safeguard donations and encourage giving | Action Fraud

Protect your charity from fraud and cybercrime:

Protect your charity from fraud and cyber crime - GOV.UK (www.gov.uk)

Charity Fraud Report 2023 BDO LLP and Fraud Advisory Panel:

IND-NFP-Charity-fraud-report-2023.pdf (bdo.co.uk)
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